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Summary of Alerts
Risk Level Number of Alerts
High 0
8
Low 7
Alerts

CSP: Failure to Define Directive with No Fallback
CSP: Wildcard Directive

CSP: script-src unsafe-eval

CSP: script-src unsafe-inline
CSP: style-src unsafe-inline
Content Security Policy (CSP) Header Not Set

Cross-Domain Misconfiguration

Sub Resource Integrity Attribute Missing

CSP: Notices Low
Cookie Without Secure Flag Low
Cross-Domain JavaScript Source File Inclusion Low
Server Leaks Information via "X-Powered-By" HTTP Response Header

Field(s) Low
Strict-Transport-Security Header Not Set Low
Timestamp Disclosure - Unix Low
X-Content-Type-Options Header Missing Low

This document is formatted to match the requested ZAP-style report. The findings are based on the latest non-invasive OWASP retest evidence collected

for the current month. Active SQL Injection, XSS and Buffer Overflow payloads were not executed against production.
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Retest Evidence Summary

URL m Observed Result

https://anamai.moph.go.th/th HTTP 200 OK Main site is accessible. Raw security headers still require completion and consistency.
https://www.anamai.moph.go.th/th HTTP 200 OK WWW site is accessible. Raw security headers still require completion and consistency.
https://eh.anamai.moph.go.th/th HTTP 200 OK HSTS, X-Frame-Options and nosniff observed. CORS wildcard still observed.
https://km.anamai.moph.go.th/ HTTP 302 Found  Redirect observed. Cookie flags observed: Secure, HttpOnly, SameSite=Lax.

Evidence Files

D:\results\IR-webshell\codex-remediation\01-evidence\phase-5-smoke\ANAMAI-OWASP-RETEST-RAW-20260604.csv
D:\results\IR-webshell\codex-remediation\01-evidence\phase-5-smoke\ANAMAI-OWASP-RETEST-DETAILS-20260604.csv
D:\results\IR-webshell\codex-remediation\01-evidence\phase-5-smoke\ANAMAI-OWASP-RETEST-HEADERS-CURL-20260604.txt
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